N THE UNI TED STATES DI STRI CT COURT

FOR THE DI STRI CT OF KANSAS

CARLUS L. HAYNES,

Plaintiff,
VS. Case No. 03-4209- RDR

OFFI CE OF THE ATTORNEY
GENERAL PHI LL KLINE, et al.,

Def endant .

MEMORANDUM AND ORDER

This is a civil action filed by a former assistant attorney
general against the Kansas Attorney General and several
enpl oyees of that office. Plaintiff seeks damages and
injunctive relief for actions taken by nenmbers of the Attorney
General’'s office in view ng private information contained on his
wor k conputer. He asserts that these actions constitute
viol ations of his Fourth and Fourteenth Amendnment rights as well
as 18 U.S.C. 8 2511. This matter is presently before the court
upon plaintiff’s notion for prelimnary injunction.

On Decenber 10, 2003 the court held a hearing on plaintiff’s
notion for tenporary restraining order. The court declined to
take any action at that time because the defendants had only
recently |l earned of the notion. The court scheduled a hearing
on plaintiff’s prelimnary injunction notion for Decenber 16,

2003. The court heard very little evidence during the hearing.



Plaintiff offered only his own testinony. The defendants
presented no evidence, other than during the cross-exam nation
of the plaintiff. Based upon this very brief |ook at the issues
in this case, the court is now prepared to issue findings of
fact and concl usions of |aw.

In his notion, plaintiff seeks injunctive relief preventing
t he defendants from accessing, copying, reproducing, altering,
or otherw se searching his private files, e-mails, or electronic
conmuni cati ons. He further seeks an order preventing the
def endants from searching the personal and private files of
other Attorney General’s office enployees who have sent
plaintiff personal and private comruni cati ons or have received
personal and private conmuni cations fromplaintiff. Finally, he
has orally requested that he be allowed to access his work
conputer records so he can obtain copies of sone of the
materials and del ete sone of the docunents.
Fi ndi ngs of Fact

1. Plaintiff was enpl oyed by the Kansas Attorney CGeneral’s
office(AG s office) on February 7, 2003. Hi s position was as
the “Tobacco Enforcenment Attorney.” He had graduated from
Washburn Law School in 2002 and passed the bar in December 2002.

2. Plaintiff was given an orientation at the tinme he was

hired. The orientation included information on conputer use.



He was told that his conmputer had two files: private and
publi c. He was further told that he could put personal
information in the private file and that no one would have
access to it. He was also told he should put other docunents
concerning his work in the public file.

3. The conmputers at the AG s office display the foll ow ng
information for a brief period each tinme they are turned on:

Conputer Use Procedures

Office computer use shall be in conmpliance with
conputer use procedures. Obtain full procedures from
your deputy or supervisor.

Computer use for non-official busi ness is
authorized only if kept to mnimm duration &
frequency & if it does not interfere with state
busi ness. This system shall not be used unlawfully
nor for any purpose which could enbarrass the user,
reci pient or Attorney General.

There shall be no expectation of privacy in using
this system however, intentional access to another
user’s e-mail w thout perm ssion shall be prohibited,
except as authorized by conputer use procedures.

Despite deletion, files may remain available in
storage. Personal data on the system may be subject
to renoval . Data may be subject to state public
records and records preservation | aws.

User software installation is prohibited unless
specifically authorized. Software may not be copied
for use outside this office unless authorized.

Office of the Attorney Genera

4. Plaintiff was aware of this policy, even though he
states that he had a difficult time reading it when it flashed
on the conputer screen because of its short duration. He was
not aware of any other written policies on conputer use. He had
never specifically asked for the additional policies and the
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def endants had never voluntarily provided them There was no
evidence offered that the defendants had ever nonitored or
vi ewed any private docunments, files or e-mails of the enployees
in the AGs office.

5. During his enploynent, plaintiff was counseled for
personal use of the AGs office fax machine. He had used the
fax machine to send a court document in a personal court
pr oceedi ng.

6. On October 9, 2003 plaintiff was told that he could
either accept a job as a special attorney general wth the
wor ker’s conpensation division or be tern nated. Pl ai ntiff
decided not to accept the other position. On October 10t"
plaintiff was told that he would be term nated in two weeks.

7. On Saturday, October 11t" and Sunday, October 12th
plaintiff went to his office in the AGs office and attenpted to
| og onto his conputer. He was unable to do so. He |earned that
ot her enployees were able to log onto their conputers. On
Oct ober 13'" he arrived for work prior to 8:00 a.m, and again
attempted to log on to his computer. Again, he was not able to
do so. However, at approximately 8:00 a.m he was able to |og
onto his conputer and he began to copy the files on the conputer
to disks that he had purchased. At 8:30 a.m, Eric Rucker,

Seni or Deputy Assistant Attorney General, advised himthat he



could not wuse the conmputer to copy any materials. Rucker
informed himthat he would not debate the matter with a “third-
year |aw student.” Shortly thereafter, plaintiff’s supervisor
came into his office and told himthat he had fifteen m nutes to
| eave. He was again told that he could not copy any nmaterials
fromthe conputer

8. Following plaintiff’s term nation, enployees of the
Attorney General’s office retrieved and reviewed information
contained on plaintiff’s conputer, including personal e-nails.
No evidence was presented on who viewed the materials or why
they were viewed. The defendants have suggested that the
mat eri al s are being retai ned because of possible litigation that
may be filed by the plaintiff concerning his term nation.

9. At sone tinme after October 13t plaintiff contacted an
attorney about possible litigation concerning his term nation.
He has retained that attorney to negotiate with the AG s offi ce.
Plaintiff’s counsel has witten the AG s office and requested
certain information about individuals enployed at the AG s
office fromJune 1, 2002 to October 31, 2003.

Concl usi ons of Law

1. The standards for a prelimnary injunction are well -

settled. The court may grant a prelimnary injunction if the

party seeking it shows: (1) a substantial 1ikelihood of



prevailing on the merits; (2) irreparable harmin the absence of
the injunction; (3) proof that the threatened harm out wei ghs any
danmage the injunction may cause to the party opposing it; and
(4) that the injunction, if issued, will not be adverse to the

public interest. See Sprint Spectrum v. State Corporation

Commi ssi on, 149 F.3d 1058, 1060 (10" Cir. 1998). |If the novant

establishes the second, third and fourth factors, then “the
first factor is relaxed to require only that the novant raise
guestions so serious, substantial, difficult, and doubtful as to
make them a fair ground for litigation and thus for nore

del i berate inquiry.” Longstreth v. Maynard, 961 F.2d 895, 902

(10th Cir. 1992).

2. The court shall first consider the issue of irreparable
harm Plaintiff has suggested that, w thout injunctive relief,
he will continue to suffer enotional distress and invasion of
his privacy through the actions of the defendants in violation
of the Fourth Anmendnent. The defendants have countered that
injunctive relief is not appropriate because the harm if any,
has already occurred. They point out the information on
plaintiff’'s conputer has been retrieved and viewed. They note
that plaintiff apparently understood when he filed this action
t hat these events had already occurred.

3. The court recognizes that sone harm may have al ready



occurred. However, the court also recognizes that additiona

harm m ght occur in the future unless injunctive relief is
granted. At the present tinme, there is nothing to prevent the
defendants from further viewing of the information on the
plaintiff’s computer or disseni nation of that nmaterial. The
def endants of fered no evi dence concerni ng what they intend to do
with the docunments retrieved from plaintiff’s conputer. The
rel ease of these docunents by the defendants could harm the
plaintiff in such a manner that conpensati on by nonetary damages
m ght be inadequate. Plaintiff has made clear that the
documents include very personal information, including nedical
records and letters concerning personal relationships. A
plaintiff’s harmfromthe denial of a prelimnary injunction is
irreparable if it is not fully conpensabl e by nonetary damages.

Basi conputer Crop. v. Scott, 973 F.2d 507, 511 (6'" Cir. 1992).

Mor eover, irreparable harmis generally viewed as established
when a plaintiff’s claim is based upon a violation of the

plaintiff’s constitutional rights. See, e.g., Covinho .

Patrissi, 967 F.2d 73, 77 (2™ Cir. 1992) (plaintiffs may
establish irreparable harm based on an alleged violation of
their Fourth Amendnent rights). In sum the court finds that
the plaintiff has sufficiently established irreparable harm

3. The court next turns to the issue of bal ancing of the



har ns. The court does not find that the defendants have
established any harmin granting nost of the requests made by
the plaintiff. The defendants have failed to articul ate any
harmto them arising frominjunctive relief preventing further
viewing or dissemnation of the docunments or by allow ng
plaintiff access to the documents for the purpose of copying
them The defendants have suggested that they m ght be harned
if the plaintiff is allowed to delete information from the
conputer files.

4. The court believes that the balance of harns weighs in
favor of the plaintiff on the issues of further review and
di ssem nation by the defendants and in recei pt of copies of the
information by plaintiff. The defendant “cannot reasonably
assert that it is harmed in any legally cognizable sense by

being enjoined from constitutional violations.” Zepeda V.

U.S.I.N.S., 753 F.2d 719, 727 (9'" Cir. 1983).

5. The court next considers the public interest. The court
does not believe that the public interest will be harmed by
granting nost of the relief sought by the plaintiff. Plaintiff
has suggested that his Fourth Amendnment rights, his privacy
rights, and perhaps the rights of the enployees presently
enpl oyed by the AGs office will be protected if he is granted

injunctive relief concerning his computer docunents. The



primary concern of the defendants seens to be the possibility
that plaintiff mght delete some of the docunents. The
def endants assert that the | oss of these documents m ght inhibit
their ability to defend thenselves in any |lawsuit arising from
the plaintiff’s termnation. The court believes that the relief
granted by the court will pronote the public interest.

6. The court believes that the plaintiff has established
the second, third, and fourth factors of the aforenentioned
prelimnary injunction standards. Accordingly, the court finds
t hat plaintiff need only raise questions so serious,
substantial, difficult and doubtful as to make them a fair
ground for litigation and thus for nore deliberate inquiry.

7. The beginning point for any discussion of the |aw
concerning public enployer searches in governnment workplaces

must begin with the plurality opinion of the United States

Supreme Court in O Connor v. Ortega, 480 U.S. 709 (1987). This
opi nion provides the groundwork for analyzing these types of
claims, although it does not involve a search of conmputer files.

In United States v. Angevine, 281 F.3d 1130 (10" Cir.), cert.

deni ed, 537 U S. 845 (2002), the Tenth Circuit considered
O Connor in the context of a search by a government enployer of
a conputer owned by the enployer and used by enpl oyees. The

def endant, an Oklahoma State University professor, had been



prosecut ed for possession of child pornography. He sought to
suppress the pornography that had been seized from his
uni versity conputer. The district court denied the notion to
suppress, and the Tenth Circuit affirmed. The Court, noting the
university’'s policy that allowed the university to audit and
noni tor I nternet use and warned that information flow ng through
t he university network was not confidential, determ ned that the
def endant did not have an objectively reasonabl e expectation of
privacy. The Court, relying heavily on O Connor, set forth the
l aw as foll ows:
The Fourth Amendnent guarantees “[t] he right of

the people to be secure in their persons, houses,
papers, and effects, agai nst unreasonabl e searches and

seizures.” U S. Const. anmend. IV. To establish a
Fourth Amendnment violation, the defendant nust prove
“a legitimte expectation of privacy” in the place
searched or the item seized. Rakas v. Illinois, 439

U S 128, 143, 99 S. Ct. 421, 58 L.Ed.2d 387 (1978).
“Determ ning whether a legitimte...expectation of
privacy exists...involves two inquiries. First, the
def endant nust show a subjective expectation of
privacy in the area searched, and second, that
expectation nust be one that society is prepared to
recogni ze as reasonable.” United States v. Anderson
154 F.3d 1225, 1229 (10th Cir.1998) (quotation marks
and citations omtted), cert. denied, 526 U S. 1159,
119 S. Ct. 2048, 144 L.Ed.2d 215 (1999). “The ultimte
guestion is whether one’s claimto privacy from the
government intrusion is reasonable in light of all the
surrounding circunstances.” 1d. (quotation marks and
citation omtted).

We address enpl oyees’ expectations of privacy in
the workplace on a case-by-case basis. O Connor_v.
O tega, 480 U.S. 709, 718, 107 S.Ct. 1492, 94 L.Ed.2d
714 (1987). “Wthin the workplace context, [the
Suprene Court] has recogni zed that enpl oyees may have
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a reasonabl e expectati on of privacy agai nst intrusions
by police.” Id. at 716, 107 S.Ct. 1492. However,
“[p]ublic enployees’ expectations of privacy ... my
be reduced by virtue of actual office practices and
procedures, or by legitimte regulation.” [d. at 717,
107 S.Ct. 1492. Additional factors we consider
include: “(1) the enployee’ s relationship to the item
seized; (2) whether the item was in the immedi ate
control of the enployee when it was seized;, and (3)
whet her the enployee took actions to maintain his
privacy in the item” Anderson, 154 F.3d at 1232.

281 F.3d at 1133-34 (footnote omtted).

8. As noted in Angevine, the issue of enployees’
expectations of privacy in the workplace is fact specific and
the ultimate questi on beconmes whether the claimto privacy from
governnment intrusion is reasonable in light of all of the

surroundi ng circunstances. See, e.qg., United States v. Sl anina,

283 F.3d 670, 676 (5" Cir.) (use of passwords and | ocking office
doors to restrict an enployer’s access to conputer files is
evidence of the enployee’s subjective expectation plus where
enpl oyer has no policy notifying enployees that conputer use
could be monitored, and there is no indication that the enployer
directs others to routinely access the enpl oyees’ conputers, the
enpl oyees’ subjective beliefs that their conputer files are

private may be objectively reasonable), remanded on other

grounds, 537 U.S. 802 (2002); Leventhal v. Knapek, 266 F.3d 64,

73-74 (2™ Cir. 2001) (state agency enployee had reasonable

expectation of privacy in contents of work conputer where
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enpl oyee occupied private office and had exclusive use of
conputer, and agency did not routinely conduct searches of
office conputers nor had it adopted a policy against nere

storage of personal files); United States v. Sinons, 206 F.3d

392 (4th Cir. 2000) (CIA division's official Internet usage
policy elimnated any reasonable expectation of privacy that
enpl oyee m ght ot herw se have in copied files because it all owed
nmonitoring of “all file transfers, all websites visited, and all

e-mai |l nessages”); Miick v. G enayre Electronics, 280 F.3d 741

(7th Cir. 2002)(enpl oyee had no reasonable expectation of
privacy in laptop files where enployer announced it could
inspect laptops it furnished to enployees and enployer owned
| apt ops).

9. After acareful reviewof thelimted evidence presented
by the parties, the court is persuaded that plaintiff has raised
serious issues concerning the violation of his Fourth Amendment
ri ghts. He contends that the facts show that he had a
reasonabl e expectation of privacy in the contents of his private
i nformati on contai ned on his work conputer. The court believes
that he has successfully denonstrated a subjective expectation
of privacy and has rai sed serious i ssues concerni ng whether this
expectation of privacy is objectively reasonable. The only

evidence relied wupon by the defendants to suggest that

12



plaintiff’s expectation of privacy was not objectively
reasonable is the policy that was displayed each day on the
enpl oyees’ conmputers in the AGs office. The defendants point

specifically to the portion of that policy that reads as

fol |l ows: “There shall be no expectation of privacy in using
this system” This particular statenent obviously has
consi derable significance here. The court, however, nust

consider this fact in conjunction with the other information
provided in the policy as well as the oral representati ons made
by AG enployees to the plaintiff. These other facts, suggest

that plaintiff’s expectation of privacy was objectively

reasonable. In reaching this conclusion, the court notes that
we have received a very limted look at the policies and
procedures concerning conputer use at the AG s office. The

facts that we have | earned i nclude the followi ng: enployees are
all owed to use their work conputers for private communi cations;
enpl oyees are told how to create “public” and “private” files;
enpl oyees are advi sed that “intentional access to another user’s
e-mai |l without perm ssion” is prohibited; enployees are given
passwords to prevent others from gaining access to their
conputers; and there was no evidence that any AG official had
ever nonitored or viewed any private files, docunments or e-mails

of any enployee. The court does not believe this is the final
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word on this issue but, at this time, the court is persuaded
that plaintiff has produced sufficient evidence to raise serious
issues so as to make them fair ground for litigation.

9. The defendant has not offered any evidence to justify
its search of the plaintiff’s documents. There was no evi dence
of fered that the search of the docunents on plaintiff’s conputer
arose fromplaintiff’s prior use of the AG s office fax machi ne.
Accordingly, the court is convinced that plaintiff has carried
his burden in denonstrating entitlement to a prelimnary
i njunction.

10. The court shall issue a prelimnary injunction
prohi biting the defendants from accessing, copying, reading,
reproducing, altering or otherwi se searching the private files,
docunments, e-mails or other electronic comunications of
plaintiff. The court shall further prohibit the defendants from
comruni cati ng, di ssem nating or discussing any of the
informati on obtained as a result of viewi ng or accessing the
private files, docunent s, e-mails or ot her el ectronic
conmmuni cations of plaintiff. The court shall also direct
def endants to provide plaintiff with access to his private
materials so that he can determ ne what files, records, e-mils
or other electronic communications he wants copied. The

def endants shall provide copies of the files, records, e-mails,
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or other electronic communications requested by plaintiff.

Plaintiff shall not be allowed to delete any information
contained on his work conputer. The issuance of the
af orementioned prelimnary injunction will preserve the status

guo pending a final determ nation of the case on the nmerits.

Tri-State Generation and Transm ssion Assoc., Inc. v. Shoshone

Ri ver Power, lInc., 805 F.2d 351, 355 (10" Cir. 1986).

11. The requirenment of security for this prelimnary
i njunction shall be waived because plaintiff is proceeding in

forma _pauperis in this action. Hol nes by Hol nes v. Sobol, 690

F. Supp. 154, 161-62 (WD.N.Y. 1988).

IT IS THEREFORE ORDERED that plaintiff’'s motion for
prelimnary injunction (Doc. # 5) be hereby granted in part and
denied in part.

IT 1S FURTHER ORDERED that the defendants are hereby
enj oi ned fromaccessi ng, copyi ng, readi ng, reproducing, altering
or otherwi se searching the private files, e-mails, or other
el ectroni ¢ conmuni cations of plaintiff.

I T IS FURTHER ORDERED that the defendants are hereby
enj oined fromcomuni cating, dissem nating or di scussing any of
the informati on obtained as a result of view ng or accessing the
private files, docunent s, e-mails or ot her el ectronic

conmuni cations of plaintiff.
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IT I'S FURTHER ORDERED that the defendant shall allow
plaintiff access to his private materials so that he can
determne what files, records, e-mails or other electronic
conmuni cations he wants copied. The defendants shall provide
copies of the files, records, e-mils, or other electronic
conmuni cations requested by plaintiff. Plaintiff shall not be
allowed to delete any information contained on his work
conput er .

I T 1S SO ORDERED.

Dated this 2379 day of Decenber, 2003 at Topeka, Kansas.

s/ Ri chard D. Rogers
United States District Judge
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